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(57) ABSTRACT

Disclosed 1s a private collaborative Al-based inference
mechanism at the network edge wherein each edge device
protects the sensitive information of the extracted features
betfore transmission to the central server for inference. In this
setting, the joint inference 1s divided into three modules: a)
sensing for data acqusition, b) feature extraction, and 3)
feature encoding for transmission. The techniques broadly
include receiving input data representative of a target on a
plurality of edge devices. Each edge device may be config-
ured to generate a feature set by extracting one or more
features from the input data and removing or obfuscating at
least one privacy-sensitive feature of the target. The tech-
niques may include encoding the feature set and transmitting,
the feature set to one or more remote processors. The remote
processor(s) may then infer a classification label by aggre-
gating features sent by each edge device.

{(Edge Server)

‘Sitting’

- T | ‘Dancing’
| ‘Walking’

Enc(-)
180
(Activity
; 6 5 Classification)

(Obfuscated {Feature
Image(s))  Encoding)



US 2026/0220908 Al

Jul. 30, 2026 Sheet 1 of 10

Patent Application Publication

Bupueq, |e—{

(uopeoyisseln
AUNoY)

Sunjiep,

o.\.r\

(Jonseg aspy)

L Ol

h

RS
]

opL

o



o Dep (uonoenxg _
eznuend (wsiueyos  eimess  eiMeas  (uopisinboy
12007) 18207) 12007)  peseq-|y) e1eQ)

092 052 ore o€z 02z

US 2026/0220908 Al

(1e8iel
LOWIL0D)
oLL

pajoipaid)

08¢

ﬁ L

Jul. 30, 2026 Sheet 2 of 10

. suoneaiesqo o=y )
. palejpLo)n :

TN E
'R
e X e
* &

-

o/

(18A18% 880 3F)

Patent Application Publication



US 2026/0220908 Al

Jul. 30, 2026 Sheet 3 of 10

Patent Application Publication

€°0Old (dew
9.1N188
18007)

ove

(dep
811160
(80UBIB4U) 12G01D)

I
AR

Sunood eBeseny B _
O N

08¢
(18qe7 0€€
paI2Ipdid) (uonezli01084)



US 2026/0220908 Al

! (wsiueyoap ¥ ol

Suipjoysesy) 18207)
ovy OtV

(uonouny (somiau
Adonus ue einau

-------------------------------

uojssiwisue
$9.1N189)

10} pa10918s
s1891A8(]

(pedH Jd1N)
V)57,

Jul. 30, 2026 Sheet 4 of 10

- Gep 5P Gly - S0V
(fnes008  {(Mnesoog (synsel ("3 se1n)esq

Auerooun  fuepeoun UONBOYISSEIO  Peloehx3)

PBZNBALI)  B)eAlid-uON) 40 10108A)

Patent Application Publication



Patent Application Publication  Jul. 30, 2026 Sheet 5 of 10 US 2026/0220908 Al

@ Features dim. =4

95 ‘ﬂ#_, m %
94 More features

representation N
93 ' w,

92

91
Low High
Privacy Privacy

89 / . %
_ j 4]
1

F S
e

Inference Accuracy (%)
S

88 _ _ +
0O 0.2 0.4 0.6 0.8
Standard Deviation of Perturbation Noise

1.2




Patent Application Publication  Jul. 30, 2026 Sheet 6 of 10 US 2026/0220908 Al

600

{Processor)

Subsystem)

o of
Bos studwh

{Feature Extraction
Module) 620 . 1‘

Module) 640 ~_ || 642

il ol il ol il il il

654




Patent Application Publication  Jul. 30, 2026 Sheet 7 of 10 US 2026/0220908 Al

700

(Edge Device) (Edge Device)

{Processor)

710
(Processof)

{Transceiver)

{Transceiver)

722
{Transceiver)

(Edge Server)

FIG. 7



Patent Application Publication  Jul. 30, 2026 Sheet 8 of 10 US 2026/0220908 Al

800

830
{Sensors)

820 (Local Privacy
Mechanism)

(Device
Interface)

{Communication

814
(Storage)

834 (Network

(Edge Server) Interface)

720 ~,

{Commun

811
(Processor)

844 840
{Inference (Feature
Engine) Aggregation Unit

{Storage)

FIG. 8



Patent Application Publication  Jul. 30, 2026 Sheet 9 of 10 US 2026/0220908 Al

900

910
{Collect Observations)

912
(Feature Extraction)

(Reducing
Dimensionality)

/

914
(Manipulating
Feature
Vector)

i

918
(Clipping Feature
Vector)

g " F R 3 ¥ 3 B B B ¥ ¥ ¥ ¥F ¥y 5 "B 8§ ¥ ¥ ¥ ¥F ¥ ___‘

rln-l-lumhl-lmmmuu“mmmmmﬂuwmmmmmﬂﬂwmmm

920

(Applying Gaussian
Noise Mechanismj

FIG.9



Patent Application Publication  Jul. 30, 2026 Sheet 10 of 10  US 2026/0220908 Al

1000

A

(Receive input)

8 B % 3§ ¥ Ky X R __RE__§_ § F _F _J 4 X _ R __§_ % F_F _§_J§ § R _ _§ & K _E _J

1014
{Combining input Into
Global Feature Map)

7

1012

(Aggregating
Features)

rnummmmmmnnmmm
Fos nis ouis gnder Guint il Wieb Nb Wb

1016

1018
(Using ML Model To

Make inferences And
Predict A Label)

FIG. 10



US 2026/0220908 Al

PRIVACY-PRESERVING Al OVER NEXT
GENERATION NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Ser. No. 63/544,870, filed Oct. 19, 2023, the contents of
which are incorporated by reference herein in its entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] This invention was made with government support

under MURI Grant No. FA9550-18-1-0502 awarded by the
Air Force Oflice of Scientific Research (AFOSR). The
government has certain rights in the invention.

TECHNICAL FIELD

[0003] The present disclosure relates to privacy-preserv-
ing artificial intelligence (Al) over next generation net-
works.

BACKGROUND

[0004] By way of background, artificial intelligence (Al)
1s a key technology for next-generation networks; 1t will
empower new functionalities to enable low-latency infer-
ence and sensing applications, including autonomous driv-
ing, personal identification, and activity classification (to
name a few). The disclosed framework provides many use
cases over diflerent communication networks (e.g., online
social networks, financial networks, indoor Wi-F1 and
mobile networks (3G and beyond)). The framework sup-
ports a wide range of applications over such networks,
including anomaly detection, traflic monitoring, financial
trading, portiolio optimization, distributed sensing, object
detection, speech recognition, and activity classification.
[0005] Prior work has left the design of privacy-preserving
mechanisms for Al-based inference over next-generation
networks unexplored. Prior work 1n this area has focused on
protecting an individual’s privacy while training machine
learning models.

[0006] In view of prior works, two conventional Al para-
digms are commonly used 1n practice: 1) On-device infer-
ence which locally performs Al-based inference, which
however suflfers from high computation overhead, and 2)
On-server inference, where edge devices upload their raw
data to a central server to perform a global inference task;
however, this framework violates the data privacy of indi-
viduals, and 1t suffers from high communication overhead.

BRIEF SUMMARY

[0007] In various aspects, a method for cooperative infer-
ence may be provided. The method may include generating
a feature set by receiving input data (such as an 1mage, a
video, or an audio recording from one or more recording
devices) representative of a target (such as a vehicle or
pedestrian on a roadway or sidewalk) on a plurality of edge
devices. Each edge device may be configured to extract one
or more features from the mput data and remove or obfus-
cate at least one privacy-sensitive feature of the target (such
as a facial expression, a hair color, a length of hair, and/or
one or more dimensions (ol a body or face), etc.). Gener-
ating a feature set may include using a pre-trained machine
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learning model on each edge device to extract one or more
initial features from the input data. Generating a feature set
may include generating a clipped feature set by subjecting
the one or more 1nitial features to controlled clipping using,
a parameter (C) as a boundary, such that feature elements 1n
the clipped feature set stay within a defined norm range.
Generating a feature set may include utilizing noise addition
perturbation to protect privacy-sensitive attributes. The
input data may include, e.g., video from multiple security
cameras.

[0008] The method may include encoding the feature set.
Encoding the feature set may include compressing the
feature set.

[0009] The method may include transmitting the feature
set to one or more remote processors. The method may
include inferring, on the one or more remote processors, a
classification label by aggregating features sent by each edge
device. Aggregating features may include generating a col-
lective feature set by pooling feature sets, refining the
collective feature set, and enhancing inference precision.
Pooling feature sets may include utilizing an average func-
tion, a maximum function, or a minimum function.

[0010] The remote processor(s) may be disposed on a
remote server.
[0011] The method may include predicting tratlic based on

the classification label of multiple vehicles. The method may
include 1dentifying an anomaly or a security concern based
on the classification label from multiple targets. The edge
device may be a wearable device on a patient, and the mput
data may include health-related data. The method may
include providing real-time insight into the health of the
patient to a healthcare provider. The method may include
determining adjustments to lighting, heating, or cooling 1n a
building by aggregating occupancy and sensor data in the
building. The method may include adjusting spectrum shar-
ing between wireless networks based on traflic character-
ization. The method may include determining an object
identity based on the aggregated features.

[0012] In various aspects, a system may be provided. The
system may include one or more edge devices communica-
tively coupled to an one or more remote processors. Each
edge device may be configured to: (1) capture mnput data
representative of a target; (1) generate a feature set by
extracting one or more features from the input data; (i11)
generate an obluscated feature set by removing or obfus-
cating at least one privacy-sensitive feature of the target
from the feature set; (1v) generate an encoded feature set by
encoding the obfuscated feature set; and (v) transmit the
feature set to one or more remote processors. The one or
more remote processors may be configured to, collectively
recetve each encoded obfuscated feature set, and infer a
classification label by aggregating features sent by each edge
device.

BRIEF DESCRIPTION OF THE FIGURES

[0013] FIG. 1 1s a schematic illustration of a private
task-inference framework.

[0014] FIG. 2 1s a schematic illustration of a holistic
system architecture designed to optimized data processing
and inference 1n edge computing environments.

[0015] FIG. 3 1s a schematic 1llustration of a collaborative
inference pooling operation, where aggregated local feature
maps from distributed edge devices contributes to accurate



US 2026/0220908 Al

predictions while addressing privacy concerns; the aggre-
gated global map 1s fed into the model inference for label
prediction.

[0016] FIG. 4 1s a plot showing the impact of perturbation
noise on inference accuracy;, more lfeature representation
improves the utility-privacy tradeofl, but leads to more
latency.

[0017] FIG. 5 1s a schematic illustration of a private
feature aware transmission, where edge device participates
in the collaborative inference if the privatized uncertainty
score 1s below a certain threshold.

[0018] FIG. 6 1s a simplified block diagram of modules on
a device.

[0019] FIG. 7 1s a simplified diagram of a system.
[0020] FIG. 8 1s a diagram of components 1n an edge

device and edge server.

[0021] FIG. 9 1s a flowchart of method for using multiple
edge devices.
[0022] FIG. 10 1s a flowchart of method for use with an

edge server.

DETAILED DESCRIPTION

[0023] The disclosed process develops new privacy-pre-
serving algorithms for task-oriented inference over commu-
nication networks. This requires a new principled design
framework that achieves individual privacy.

[0024] More particularly, disclosed 1s a private collabora-
tive Al-based inference mechanism at the network edge
wherein each edge device protects the sensitive information
of the extracted features before transmission to the central
server for inference. In this setting, the joint inference 1s
divided 1nto three modules: a) sensing for data acquisition,
b) feature extraction, and 3) feature encoding for transmis-
sion. The key design objectives of the disclosed approach
are two-fold: 1) minimize the communication overhead, and
2) maintain rigorous privacy guarantees for transmission of
features over communication networks while providing sat-
isfactory inference performance.

[0025] The disclosed transmission approach 1s customized
to the inference task, unlike previous techniques used for
conventional distributed machine learning and communica-
tion systems. In this disclosed framework, the joint inference
1s divided into three modules: a) sensing for data acquisition,
b) feature extraction, and 3) feature encoding for transmis-
sion. Key design objectives of the disclosed approach
include: 1) minimize the communication overhead and 2)
maintain rigorous privacy guarantees for the transmission of
features over communication networks while providing sat-
1sfactory inference performance.

[0026] Recent advancements 1in enhancing data privacy
within the context of distributed machine learning can be
classified into three principal categories:

[0027] Hardware-Based Methods: The first category
involves innovative techniques rooted in hardware-based
approaches, strategically leveraging trusted execution envi-
ronments to ensure heightened security.

[0028] Cryptographic Methods: The second category cen-
ters around cryptographic methodologies, harnessing cut-
ting-edge primitives such as secure multi-party computation,
homomorphic encryption, and functional encryption. These
cryptographic measures significantly enhance communica-
tion security.

[0029] Perturbation-Based Strategies: The third class
encompasses perturbation-based strategies, characterized by
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mampulating or regenerating transmitted messages. These
strategies incorporate differential privacy (DP) mechanisms,
which 1nvolve the introduction of Laplacian or Gaussian
noise to raw features or model parameters. In alignment with
the disclosed approach, presented 1s a similar perspective by
advocating for the introduction of noise within the disclosed
approach. This aligns with the third category, where pertur-
bation-based strategies play a significant role 1n preserving
privacy. However, the disclosed approach provides for the
introduction of noise, coupled with the utilization of adap-
tive feature embeddings. This addresses privacy concerns
and contributes to preserving utility in the distributed
machine-learning context.

[0030] Cryptographic Methods vs. Perturbation-Based
Methods: In the context of the disclosed approach, it is
essential to 1nvestigate computational approaches under-
pinned by cryptographic tools, including but not limited to
secure multi-party computation (MPC) and homomorphic
encryption. However, 1t 1s crucial to recogmize that these
methods necessitate a meticulous equilibrium  between
strong security guarantees and the time delay and compu-
tational resource demands. Notably, deploying these meth-
ods on devices with limited computational capacity, such as
the Internet of Things (IoT), presents significant challenges.
In contrast, the disclosed approach emphasizes exploring
information-theoretic privacy approaches, serving as a more
lightweight alternative. These privacy mechanisms aim to
establish robust assurances through the incorporation of
quantitative 1nformation-theoretic principles, eflectively
achieved through the adept fusion of signal processing and
coding techniques. The primary objective 1s to intricately
hide the sensitive information, offering a substantial coun-
termeasure against potential privacy breaches.

[0031] Within the data privacy community, privacy-based
notions can be classified into two categories: 1) Context-
aware notions, which consider the context of the data in the
mechanism design, and 2) context-free notions, that 1s
agnostic to the context of any mformation. Numerous met-
rics have been proposed to measure context-aware privacy,
such as mutual information and maximal leakage. Difleren-
tial privacy (DP) 1s the gold standard for providing rigorous
privacy guarantees. This notion guarantees that each user’s
data has a minimal statistical influence on the output of the
queries. In the context of the disclosed approach, DP seeks
to ensure that the changes in the sensitive attributes do not
significantly influence the inference results. This metric has
compelling properties, such as the robustness to post-pro-
cessing that adversaries can perform to distill private infor-
mation further. Hence, 1t provides a rigorous barrier to those
types of malicious inference.

[0032] Within the framework of the disclosed approach,
introduced 1s a comprehensive blueprint for context-iree
privacy mechanisms. This versatile solution accomplishes
two key objectives: 1) It facilitates precise customization of
privacy levels, catering to specific needs, and 2) 1t encour-
ages the development of modular designs characterized by
low complexity, particularly suited for deployment on edge
devices. This practical implementation entails integrating
privacy-preserving mechanisms seamlessly with pre-traimned
machine-learning models, eliminating the need for extensive
model redesign. This augments usability and enhances the
teasibility of adopting privacy-preserving strategies in real-
world scenarios.
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[0033] Provided herein 1s an insighttul comparison
between the methodology proposed 1n S. R. Alvar and 1. V.
Bajic, “Scalable privacy 1n multi-task 1mage compression,”
in Proceedings of the International Conference on Visual
Communications and Image Processing (VCIP), pp. 1-3,
2021 and the approach disclosed herein. The authors of the
referenced paper introduced a task-aware compression
mechanism to safeguard the privacy of sensitive attributes
within the observed data. In contrast, the disclosed approach
brings forth distinct nuances that set 1t apart:

[0034] Enhanced Privacy Mechamsm: The disclosed
methodology extends beyond conventional techniques by
incorporating an enhanced privacy mechanism, addressing
the shortcomings of existing methods.

[0035] Multi-Device Scenario: While the referenced
authors predominantly considered a single-edge device for
feature extraction and processing, the disclosed approach
embraces the complexity of multi-device environments,
encompassing diverse data sources and processing nodes.
[0036] Holistic Task Spectrum: Unlike the singular focus
on specific tasks presented in Alvar (2021), the disclosed
approach spans a broader array of tasks, catering to the
diverse needs of modern data-driven applications.

[0037] Privacy-Preserving Task Variation: While the
authors 1n the referenced paper acknowledged the potential
privacy violation resulting from tasks such as i1mage
retrieval, the disclosed approach diligently integrates pri-
vacy preservation across all tasks, ensuring comprehensive
protection.

[0038] In conclusion, the disclosed approach transcends
the boundaries set by Alvar (2021) by introducing an
clevated level of privacy preservation, accommodating com-
plex multi-device scenarios, embracing a broader range of
tasks, and ensuring a consistent shield against privacy
breaches across all task categories.

[0039] Addressing Shortcomings in the Privacy Concept:
[0040] The privacy concept of Alvar (2021), termed the
“privacy fan,” presents several limitations that necessitate a
more refined approach. The primary privacy metric
employed by the authors hinges on mutual information, a
context-aware measure. However, a thorough analysis
reveals several shortcomings 1n their proposed mechanism:
[0041] Average-Case Privacy: Using mutual information
for privacy assurance results in average-case protection for
input data.

[0042] Computational Complexity: The estimation of
mutual information tends to be computationally intensive.
Additionally, the kernel-density method suggested by the
authors tends to underestimate privacy leakage, thereby
undermining the precision of the privacy guarantee.

[0043] Privacy-Compression Tradeofl: A precise charac-
terization of the delicate balance between privacy preserva-
tion and data compression 1s lacking 1n the presented frame-
work.

[0044] Limited Guarantee Scope: The disclosed mecha-
nism fails to provide a formal assurance for downstream
tasks that could be executed at the edge server. It exclusively
offers protection for specific inference tasks, contingent
upon the trustworthiness of the server.

[0045] The approach disclosed herein 1s a diflerential
privacy approach in response to these limitations. Differen-
tial privacy offers a robust privacy concept coupled with
tangible utility guarantees. The disclosed objective 1s to
enhance the anonymization of facial images, with a specific
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focus on safeguarding sensitive attributes. Simultaneously,
retained 1s the essential information required for machine
learning-based inference tasks, encompassing detection, rec-
ognition, and classification.

[0046] In conclusion, the disclosed refined approach
addresses the inadequacies inherent in the “privacy fan”
concept by embracing differential privacy. By prioritizing
enhanced protection and utility preservation, established 1s a
more comprehensive framework for privacy in the context
of facial image processing and subsequent inference tasks.

[0047] In various aspects, a method for cooperative infer-
ence may be provided. Reterring to FIG. 1, the method may
include one or more processors receiving input data (130)
(such as an 1mage, a video, or an audio recording from one
or more recording devices) representative ol a target (110)
(such as a vehicle or pedestrian on a roadway or sidewalk)
on a plurality of edge devices (120). The mput data my
include video from security cameras. The one or more
processors maybe within the edge device. Each edge device
may be configured to generate a feature set by extracting
(140) one or more features from the mput data and, and then
removing or obfuscating (150) at least one privacy-sensitive
teature of the target (such as a facial expression, a hair color,
a length of hair, and/or one or more dimensions (of a body
or face), etc.).

[0048] As used herein, the term “edge device” may refer
to a computing device that includes a programmable pro-
cessor and communications circuitry for establishing com-
munication links to consumer devices (e.g., smartphones,
UEs, IoT devices, etc.) and/or to network components 1n a
service provider, core, cloud, or enterprise network. For
example, an edge device may include or implement func-
tionality associated any one or all of an access point,
gateway, modem, router, network switch, residential gate-
way, mobile convergence product, networking adapter, cus-
tomer premise device, multiplexer and/or other similar
devices. An edge device may also include various memories
and an edge database. Some embodiments may include an
edge computing system that includes one or more edge
devices, any or all of which may be configured to perform
or implement edge computing techniques or technologies.

[0049] As used herein, the term “processor” may refer to,
1s part of, or includes hardware components such as an
clectronic circuit, a logic circuit, a processor (shared, dedi-
cated, or group) and/or memory (shared, dedicated, or
group), an Application Specific Integrated Circuit (ASIC), a
field-programmable device (FPD) (e.g., a field-program-

mable gate array (FPGA), a programmable logic device
(PLD), a complex PLD (CPLD), a high-capacity PLD

(HCPLD), a structured ASIC, or a programmable SoC),
digital signal processors (DSPs), etc., that are configured to
provide the described functionality. In some embodiments,
the processor may execute one or more soitware or firmware
programs to provide at least some of the described func-
tionality. The term “processor” may also refer to a combi-
nation of one or more hardware elements (such as a com-
bination of circuits used 1n an electrical or electronic system)
with the program code used to carry out the functionality of
that program code. The term “processor’” may also refer to
one or more application processors, one or more baseband
processors, a physical central processing unit (CPU), a
single-core processor, a dual-core processor, a triple-core
processor, a quad-core processor, and/or any other device, or
combination of devices, capable of executing or otherwise
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operating (either individually or as a combined unit of
processing components), collectively, computer-executable
instructions such as program code, software modules, and/or
functional processes.

[0050] Generating a feature set may include using a pre-
trained machine learning model on each edge device to
extract one or more 1nitial features from the 1nput data. Any
appropriate technique for such feature extraction may be
utilized. In some embodiments, generating a feature set may
include generating a clipped feature set by subjecting the
one or more 1nitial features to controlled clipping using a
parameter (C) as a boundary, such that feature elements in
the clipped feature set stay within a defined norm range.
[0051] Generating a feature set may include utilizing noise
addition perturbation to protect privacy-sensitive attributes.
The method may include encoding (160) the feature set.
Encoding the feature set may include compressing the
feature set.

[0052] The method may include transmitting the feature
set to one or more remote processors (170) (such as remote
processor(s) on a remove server). The method may include
inferring (180), on the one or more remote processors, a
classification label by aggregating features sent by each edge
device. Aggregating features may include generating a col-
lective feature set by pooling feature sets, refining the
collective feature set, and enhancing inference precision.
Pooling feature sets may include utilizing an average func-
tion, a maximum function, or a minimum function.

[0053] Thus, as seen 1n FIG. 1, Each edge device (120)
extracts features from the observed input that preserves
some task-relevant information and satisfies rigorous levels
of privacy. Then, each device forwards the processed fea-
tures over a communication channel to be processed by the
SErver.

[0054] This process 1s further understood in view of FIG.
2, where a holistic system architecture 1s described. There,
the comprehensive framework encompasses data acquisition
(220), feature extraction (230, resulting 1n local feature maps
(240)), manipulation and privacy preservation (mechanism
(250) for obscuring certain user mformation, and a local
quantizer (260), and collaborative inference (280). The
diagram showcases the orchestrated interplay of compo-
nents across edge devices and an edge server, enabling
cllicient and accurate analysis while maintaining data pri-
vacy and transmission etliciency.

[0055] Some collaborative inference pooling operations
can be understood with respect to FIG. 3. In FIG. 3, an
illustration of the pooling operation employed 1n one col-
laborative inference system can be seen. A global feature
map (320) formed by aggregating/pooling (310) local fea-
ture maps (240) from distributed edge devices contributes to
accurately predicted labels (280) while addressing privacy
concerns. The aggregated global feature map (320) 1s vec-

torized (330) and fed mto the model inference (340) for label
prediction.

[0056] The disclosed technique 1s highly flexible, and may

be utilized for a number of potential privacy-related appli-
cations.

[0057] For example, the method may include predicting
traflic based on the classification label of multiple vehicles.
For example, without having received any privacy-related
teatures of 1mages or video recorded by camera(s), a server
may utilize a trained model to accurately classily one or
more target objects (e.g., vehicles and/or people) in 1mages
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and/or video (e.g., video or images taken ol a highway,
people crossing at a crosswalk 1n an urban area, etc.) In some
embodiments, “trathic” can be based on a moving average of
a number of detected target objects. With location informa-
tion and the number of target objects identified, the system
can determine one or more characteristics associated with
movement of the objects (such as, e.g., tlow patterns of
vehicles or pedestrians over time at a particular location).
[0058] The method may include identifying an anomaly or
a security concern based on the classification label from
multiple targets. For example, 11 cameras detect people on an
interstate highway, 1t may be 1dentified as an anomaly or
security concern. In some embodiments, 1f a vehicle 1s
detected as being ofl the normal path that vehicles take on
a given road, it may be 1dentified as an anomaly or security
concern. In some embodiments, traflic patterns for a par-
ticular location at a particular time of day are outside a
predetermined range of variability (e.g., if a residential street
1s seeing a package delivery truck at 2 am), 1t may be
identified as an anomaly or security concern.

[0059] The method may include determining adjustments
to lighting, heating, or cooling 1n a building by aggregating
occupancy and sensor data 1n the building. For example, 1f
the system determines people are only present on the second
floor of a three-story building, 1t may shut off lighting on the
first and third floors.

[0060] In some embodiments, the edge device may be
configured to capture data other than images, video, or
audio. For example, the edge device may be a wearable
device on a patient, and the input data may include health-
related data. In some embodiments, wearable devices and
devices to monitor audio and/or visual information may be
combined. The method may include providing real-time
insight into the health of the patient to a healthcare provider.
[0061] Similarly, the edge devices may include, e.g., rout-
ers, etc., and the data being captured may related to tratlic on
the network. The method may include adjusting spectrum
sharing between wireless networks based on traflic charac-
terization. For example, based on traflic, the system may be
configured to, e.g., throttle one or more users 1f that.
[0062] The method may include determining an object
identity based on the aggregated features.

[0063] In various aspects, a system may be provided. The
system may include one or more edge devices communica-
tively coupled to an one or more remote processors. Each
edge device may be configured to: (1) capture mput data
representative of a target; (1) generate a feature set by
extracting one or more features from the input data; (i11)
generate an obluscated feature set by removing or obfus-
cating at least one privacy-sensitive feature of the target
from the feature set; (1v) generate an encoded feature set by
encoding the obfuscated feature set; and (v) transmit the
feature set to one or more remote processors. The one or
more remote processors may be configured to, collectively
receive each encoded obfuscated feature set, and infer a
classification label by aggregating features sent by each edge
device.

EXAMPLES

[0064] Disclosed next 1s a series of examples that dem-
onstrate the innovative potential of the disclosed collabora-
tive inference systems. These systems leverage the power of
distributed devices and data aggregation to drive efliciency,
accuracy, and real-time insights across diverse domains,
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from personalized recommendations to disaster response.
While showcasing the benefits of collaborative inference,
also acknowledged 1s the importance of addressing privacy
concerns associated with data aggregation and analysis. The
examples discussed below exemplily the versatility and
value of the disclosed collaborative inference systems, each
designed to address specific challenges and opportunities 1n
the modern digital landscape.

Example 1: Trathic Prediction for Smart Cities

[0065] Use Case: Collaborative inference systems
enhance trailic prediction in smart cities by combining data
from various sensors and devices. This optimization reduces
congestion and 1mproves overall trathic flow.

[0066] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Location Privacy: Aggregated trai-
fic data could potentially reveal individuals’movement pat-
terns, compromising their location privacy; (11) Behavior
Profiling: Analyzing aggregated traflic data might lead to
profiling of individuals’daily routines and habats.

Example 2: Edge Computing for Real-Time Video
Analysis

[0067] Use Case: Wireless security cameras collaborate 1n
edge computing to analyze video footage in real-time,
identifying anomalies and enhancing security applications.

[0068] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Video Surveillance Intrusion: Col-
laborative cameras could mnadvertently capture private areas,
leading to privacy violations; (11) Unauthorized Recognition:
Aggregated video data might be misused for unauthorized
tacial recognmition and tracking.

Example 3: Healthcare Monitoring and Diagnostics

[0069] Use Case: Collaborative inference systems 1n
healthcare monitor patients’vital signs using wearable
devices, providing real-time msights to healthcare providers
while maintaining data privacy.

[0070] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Medical Data Exposure: Aggre-
gated health data might be intercepted, compromising
individuals’medical histories and conditions; (1) Sensitive
Diagnoses: Analysis of collaborative medical data could
reveal sensitive health conditions.

Example 4: Energy Management 1n Smart
Buildings

[0071] Use Case: Collaborative inference systems opti-
mize energy consumption by aggregating occupancy and
sensor data in smart buildings, enhancing energy efliciency
while respecting privacy.

[0072] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Occupancy Profiling: Aggregated
occupancy data could lead to  profiling of
individuals’routines and activities; (1) Behavior Analysis:
Collaborative energy usage data might reveal personal hab-
its and behaviors.

Example 5: Spectrum Sharing Through 5G-NR
Trathic Characterization

[0073] Use Case: Collaborative inference systems lever-
aging 5G NR (New Radio) traflic characterization optimize
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spectrum sharing between wireless networks, enhancing
network performance without compromising privacy.

[0074] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Traflic Analysis: Analyzing NR
tratlic patterns might lead to inference of user behaviors and
preferences; (11) Network Fingerprints: Collaborative traflic
data could 1nadvertently 1dentify specific users or devices.

Example 6: Sensing Applications 1in 6G Systems

[0075] Use Case: Collaborative inference systems 1 6G
networks revolutionize sensing applications by enabling
real-time data collection and analysis while safeguarding
user privacy.

[0076] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Location Privacy: Highly precise
6G sensing could reveal individuals’precise locations, vio-
lating privacy; (11) Personal Behavior Profiling: Aggregated
sensor data might enable profiling of idividuals’daily
activities and behaviors.

Example 7: Object Recognition and Multi-Class
Classification

[0077] Use Case: Collaborative inference systems
empower object recognition and multi-class classification by
pooling data from diverse sources. These systems enable
accurate 1dentification of objects and categorization into
multiple classes, enhancing applications such as i1mage
processing and automated quality control.

[0078] Example Privacy Threats Avoided by Using The
Disclosed Approach: (1) Data Leakage: Collaborative model
updates could unintentionally reveal specific object
instances from various sources; (11) Unauthorized Class
Inference: Attackers might exploit model updates to infer the
presence ol certain classes within the aggregated data.

Example 8

[0079] Below 1s an 1illustrative example to support the
disclosed approach: a cooperative inference framework (as
shown 1n FIG. 1) with multiple edge devices performs an
Al-based classification task (e.g., activity classification) on
a common object (e.g., personal 1mage, voice, or video),
where the inference i1s performed by a central edge server.
The inference process can be decomposed into three sub-
problems:

[0080] Sub-problem 1. Feature extraction aims to obtain
an informative representation of the common target (e.g., an
image) while removing or obfuscating the sensitive features
(e.g., Tacial expression).

[0081] Sub-problem 2. Feature encoding, where the goal 1s
to encode the resulting features for eflicient and reliable
transmission over the communication channels between the
edge devices and the server.

[0082] Sub-problem 3. Joint inference, where the central
server aggregates the features sent by the edge devices to
infer the classification label (1.e., type of activity) of the
observed common object.

[0083] FIG. 2 outlines a multifaceted framework designed
to enhance the etliciency and eflicacy of data processing,
feature extraction, and inference tasks 1n an edge computing
environment. The system 1s structured as follows:

[0084] Data Acquisition and Preprocessing Subsystem
(FI1G. 2, ref. 220): Each edge device 1s equipped with a data
acquisition mechanism tailored for the target object or signal
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to be classified. This process optimizes the representation of
the object or signal, beginning with signal sampling and
potentially followed by quantization (FIG. 2, ref. 260) to a
finite bit range. Referring briefly to FIG. 6, such a subsystem
(610) may include a sensor (612) coupled to circuitry (614).
The circuitry (614) may include, e.g., one or more proces-
sors (616).

[0085] Machine Learming-Powered Feature Extraction
Module (FIG. 2, ref. 230): Central to the disclosed technique
1s using a pre-trained machine learning model on each edge
device. This module adeptly extracts vital features from
input data, encapsulating essential traits required for down-
stream analysis. Referring briefly to FIG. 6, such a module
(620) may include one or more processors (622), which may
be operably coupled to memory (624). As will be under-
stood, 1n some embodiments, the components that provide
this functionality may be a separate module, or may be at
least partially integrated into another module. For example,
this module may utilize a separate processor, or this may
utilize the same processor as 1n the data acquisition and
preprocessing system (processor (616)).

[0086] Feature Clipping Mechanism (FIG. 2, ref. 240):
The disclosed technique involves applying a feature clipping
process. This post-extraction operation subjects the feature
map to controlled clipping using a parameter “C” as a
boundary. This mechanism ensures that feature elements
stay within the defined norm range, aligning with predeter-
mined criteria while preserving key {features. Referring
briefly to FIG. 6, such a module (630) may include one or
more processors (632), which may be operably coupled to
memory (634). As will be understood, 1n some embodi-
ments, the components that provide this functionality may
be a separate module, or may be at least partially integrated
into another module. For example, this module may utilize
a separate processor, or this may utilize the same processor
as 1n the data acquisition and preprocessing system (proces-
sor (616)) and/or the feature extraction module (processor
(622)).

[0087] Sensitive Feature Protection through Obfuscation
(FIG. 2, ref. 250): A privacy-preserving mechanism 1s
employed to safeguard against unintended disclosure of
sensitive attributes. This mechanism introduces a noise
addition perturbation technique to protect attributes like
facial expressions. It ensures that modifications to sensitive
attributes do not unduly influence inference outcomes while
maintaining the overall statistics of the perturbed feature
map. Referring briefly to FIG. 6, such a module (640) may
include one or more processors (642), which may be oper-
ably coupled to memory (644). As will be understood, 1n
some embodiments, the components that provide this func-
tionality may be a separate module, or may be at least
partially integrated into another module. For example, this
module may utilize a separate processor, or this may utilize
the same processor as in the data acquisition and prepro-
cessing system (processor (616)), the feature extraction
module (processor (622)), and/or the feature clipping mod-
ule (processor (632)).

[0088] FEillicient Feature Encoding for Transmission (FIG.
2, ref. 260): When communication occurs over bandwidth-
constrained channels, the edge device employs feature
encoding to compress extracted features for streamlined
transmission. Quantization discretizes feature map elements
into a finite set of bits, enabling eflicient transmission
without compromising essential information. Referring
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briefly to FIG. 6, such a module (650) may include one or
more processors (652), which may be operably coupled to
memory (644). As will be understood, 1n some embodi-
ments, the components that provide this functionality may
be a separate module, or may be at least partially integrated
into another module. For example, this module may utilize
a separate processor, or this may utilize the same processor
as 1n the data acquisition and preprocessing system (proces-
sor (616)), the feature extraction module (processor (622)),
the feature clipping module (processor (632)), and/or the
obfuscating module (processor (642)).

[0089] Feature Aggregation and Inference at Edge Server
((FIG. 2, ref. 270): The edge server’s convergence point 1s
where features from various edge devices are combined for
ML-based inference, such as object classification. Feature
aggregation 1s accomplished through pooling strategies like
average pooling and max pooling, refining the collective
feature set, and enhancing inference precision. Referring
briefly to FIG. 7, an edge server (700) can be seen in
communication with multiple edge devices (120) (each edge
device having a transceiver (712)). The edge serve may have
one or more processors (720), which may be operably
coupled to a transceiver (722), memory (724), and/or non-
transitory storage devices (726).

[0090] FIG. 3 1llustrates an exemplary collaborative infer-
ence pooling operation employed in the disclosed collab-
orative inference system. Here, pooling (310) 1s used to
aggregated local feature maps (240) from distributed edge
devices, the local maps contributing to accurate predictions
while addressing privacy concerns. The aggregated global
map (320) may be, e.g., vectorized (330) and fed into the
model inference (340), for label prediction (e.g., one or more
predicted labels (280) are output).

[0091] The disclosed approach 1s a comprehensive system
encompassing data acquisition, machine learning-driven
feature extraction, feature manipulation, privacy preserva-
tion, eflicient data transmission, and collaborative inference.
Presented 1s an innovative framework introducing context-
free mechanisms with broad applicability. This framework
empowers one to accomplish, inter alia, the following:

[0092] Tailored Precision and Customizable Privacy: An
important aspect of the disclosed framework lies in 1ts
capability to ensure exacting and personalized levels of
privacy. This capability 1s underpimmned by the seamless
integration of flexible mechanisms adaptable to various
scenarios. The disclosed approach empowers one to finely
calibrate privacy measures, catering to specific needs and
contexts.

[0093] Streamlined Modular Designs and Enhanced Edge

Device Efliciency: The disclosed framework serves as a
catalyst for streamlined modular designs, characterized by
their efliciency and simplicity, particularly when deployed
on edge devices. Notably, this enables the integration of the
disclosed privacy-preserving mechanism in conjunction
with pre-trained machine learning models without necessi-
tating a comprehensive re-design process. This integration
yields a harmonious coexistence that optimizes resource
utilization and augments overall operational efficiency.

[0094] Leveraging Correlated Noises for Enhanced Infer-
ence Accuracy: The disclosed privacy mechanism leverages
the correlation among the mputs of the edge devices, as they
collectively capture data from the same object. When the
correlation between the inputs of the edge devices 1s strong,
one can harness this correlation by introducing correlated
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noises. These correlated noises are strategically applied to
enhance the accuracy of the model’s inference process. By
doing so, one can exploit the shared information among the
correlated mnputs to refine and 1mprove the overall perfor-
mance of the model’s predictions.

[0095] Enhancing the Tradeofl between Accuracy and
Privacy in Collaborative Inference Systems: Notably, per-
turbation mechanisms to preserve privacy may deteriorate
the inference performance. To counter this, implemented 1s
a straightforward re-transmission strategy to amplify accu-
racy. This mechanism utilizes a carefully chosen inference
threshold denoted as “pth™ to control re-transmission termi-
nation. When the inferred confidence exceeds the threshold
“pth,” the inference process concludes; otherwise, additional
edge features are requested, enhancing the inference’s accu-
racy. This adaptable threshold balances inference accuracy
and communication overhead, an 1mportant factor 1n
resource-limited scenarios. The highest predicted probabil-
ity 1s utilized as the disclosed confidence measure, facilitat-
ing precise outcomes and eflicient re-transmissions. It 1s
worth highlighting that the potential risk of data leakage
scales with the number of re-transmissions of private fea-
tures. This introduces a tradeoll between the accuracy of the
inference results and concerns related to data leakage. This
tradeoil underscores the significance ol meticulously cali-
brating and optimizing the re-transmission mechanism to
achieve the desired equilibrium between precise outcomes
and preserving the user’s privacy.

[0096] Device Selection based on Features Quality: We
also mtroduce a private feature-aware transmission scheme
aimed at improving classification accuracy in different data
collection scenarios. In these cases, certain features of the
data have varying importance regarding privacy and their
impact on the final decision. For example, when an edge
device captures a noisy 1mage, the device can locally assess
whether 1t should participate less actively 1n the task based
on the quality of the data. This decision-making process 1s
guided by the output of a lightweight classification model,
which estimates how confident the device should be 1n its
decision.

[0097] Private Feature-Aware Transmission Scheme: This
scheme enhances classification accuracy by selectively
transmitting data from edge devices based on their local
inference, considering the importance of the extracted fea-
tures 1n terms of privacy and inference quality. In environ-
ments where devices acquire varying quality data, such as
noisy images, local inference at each device helps determine
whether 1t should participate in the task.

[0098] As shown in FIG. 4, each edge device first esti-
mates the confidence of 1ts inference using a lightweight
local model. For example, with extracted features 1, (405) as
iput, a relatively shallow (e.g., only a few convolution
layers, such as 2-4) multilayer perceptron (MLP) (410) may
be used to output a vector (415) of classification results. A
non-private uncertainty score u, (425) based on entropy
function (420) 1s then computed, which retlects the confi-
dence level of the device’s inference.

[0099] To protect the privacy of the uncertainty scores
which are functions of the sensitive features, each device
adds privacy-preserving noise (e.g., Gaussian noise) to 1ts
uncertainty score, ensuring that the exact value remains
confidential, calibrated to meet specific privacy require-
ments. Thus, a local mechanism (430) may be used to
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convert the non-private uncertainty score u, (425) into a
private uncertainty score U, (433).

[0100] To minimize unnecessary communication and opti-
mize system performance, the device uses a thresholding
(440) process and transmits its features only if the uncer-
tainty score (e.g., private uncertainty score U, (435)) 1s below
a predefined threshold . This selective mechanism ensures
that only confident devices transmit, improving resource
clliciency.

[0101] In some aspects, one of two participation schemes
may be employed.

[0102] Local Device Selection: In a first scheme, each
device individually decides whether to transmit based on 1ts
private uncertainty score. A device transmits 1ts features it
the privatized score 1s below the threshold 1. The probability
ol participation depends on both the original uncertainty
score and the noise added for privacy protection.

[0103] Server-based Device Selection: In this approach,
devices send their privatized uncertainty scores to a central
server, which then selects the devices with the lowest scores.
This centralized method ensures a more mformed and etli-
cient selection of participating devices.

[0104] In both cases, differential privacy ensures that the
uncertainty score remains private, while the system 1s still
able to make eflective decisions about which devices should
participate in the task based on the quality of their data.

[0105] FIG. 8 shows an embodiment of basic elements
that may be present in an edge device (120) and edge server
(720).

[0106] The edge device (120) may include one or more
processors (810), which may be, e.g., a CPU, GPU, etc. The
one or more processors (810) are generally responsible for
executing feature extraction, dimensionality reduction, and
noise addition tasks on the collected data. The edge device
(120) may include memory (812) (e.g., RAM), to provide
temporary storage for holding input data, extracted features,
and intermediate results during processing. The edge device
(120) may include storage (814), such as a tlash or solid state
drive (SSD), that may be used for, e.g., storing the pre-
trained model and local data before 1t 1s processed. It can
also store configurations and logs. The edge device (120)
may include a communications interface (816), such as a
wireless interface, that facilitates communication with the
edge server (720) via Wi-F1, 4G/5G, or any other appropriate
communication protocol, preferably a wireless communica-
tion protocol. As will be understood, regarding communi-
cation protocols, communication between the edge devices
(120) and the edge server (720) will typically occur through
a network using Wi-Fi1, Ethernet, or Cellular Networks
(4G/5G). The edge device (120) may include a device
interface (818), which may be responsible for gathering
observations/data from sensors (830) or other sources like
cameras or [oT devices. In some embodiments, such sensors
or other sources may be hardwired or electrically coupled to
the device interface. The edge device (120) may include a
local privacy mechanism (820), A component or software
module for implementing the noise addition mechanism for
differential privacy (e.g., for incorporating Gaussian Noise
Addition). The edge device (120) may include a power
supply (822) to provide the necessary energy to power the
device and its components.

[0107] A network interface (834) (which may be a physi-
cal device and/or software-based) may be configured to
facilitate data routing from multiple edge devices to a central
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server (e.g., edge server (720)). It may also provide a
teedback loop to send inference results or model updates
back to edge devices.

[0108] The edge server (720) may include a processor
(811), which may be, e.g., a high-performance CPU or GPU,
etc. The processor (811) may be configured to performs
feature aggregation, model inference, and global decision-
making tasks based on the received data. The edge server
(720) may include memory (813) (e.g., RAM), to provide
temporary storage for pooling feature vectors from all edge
devices, decoding feature maps, and running machine learn-
ing models. The edge server (720) may include storage
(815), such as a solid state drive, and may include one or
more databases. The storage may provide persistent storage
for storing aggregated data, models, and historical data
required for learning and decision-making. The edge server
(720) may include a communications interface (e.g., a
wireless interface, network interface card, etc.). The com-
munications interface may be configured to receives feature
vectors from multiple edge devices (120), typically through
a Wi-F1 or Ethernet connection. The edge server (720) may
include a feature aggregation unit (840). The feature aggre-
gation unit may be responsible for combining or pooling the
feature vectors received from edge devices into a global
teature map. The edge server (720) may include a decoder
(842), which 1s a decoding unit or software module that 1s
configured to reconstruct the original features from the
global feature map. The edge server (720) may include an
inference engine (844) (e.g., a ML model). Preferably, a
high-performance module running the machine learning
model would be used to predict labels or perform further
analysis on the aggregated features. The edge server (720)
may include a power supply (823) to provide the necessary
energy to power the device and 1ts components.

[0109] FIGS. 9 and 10 provide flowcharts for an embodi-

ment of how operation of multiple edge devices (FI1G. 9) and
edge server (FIG. 19) may operate.

[0110] As shown i FIG. 9, a flow chart using multiple
edge devices 1s shown. Imitially, the method (900) may
include having multiple edge devices collect (910) obser-
vations. These observations represent data from a target
variable or environment. The method may include feature
extraction (912). Each edge device processes the observed
data 1n parallel, using a pre-trained model to extract features.
The model operates on the data to generate a feature vector.

[0111] Adfter feature extraction, each edge device manipu-
lates (914) the feature vector, reduces (914) the dimension-
ality of the feature vector. This step helps to manage the
complexity and size of the data. The resulting feature vector
may be clipped (916) to limit 1ts norm to a predefined
constant. This may be done to ensure that the data remains
within certain bounds, which 1s important for privacy. Each
edge device may then apply (920) a Gaussian noise mecha-
nism to the clipped feature vector. A weight coeflicient 1s
used to scale the feature vector, and noise 1s added to
preserve privacy. Such a step may ensure differential privacy
by perturbing the feature vector before sharing it. The final
output consists of the perturbed feature vectors from all edge
devices. Such vectors are the result of the privacy-preserving
process, and can be used for further analysis or model
training.

[0112] Referring to FIG. 10, for the edge server, the
method (1000) generally begins with recerving (1010) input.
Specifically, receiving as mput the perturbed feature vectors
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from the edge devices. The server then aggregates (1012) the
received features. This may be include combining (1014)
mput ito a single global feature map by performing a
pooling operation The global feature map 1s then decoded
(1016) using a decoding matrix to reconstruct the original
features, forming a decoded global feature map. The
decoded global feature map 1s fed into a ML model at the
server, using (1018) a pre-trained model to make inferences
and predict a label based on the features. The output 1s the
predicted label.

[0113] A simple proof-of-concept study of this approach
was completed. Considered was an iniference system with
two edge devices and one edge server for performing
two-view 1mage classification based on the MNIST dataset.
More specifically, the first edge device observes the first half
of an 1mage (““view 17°) while the second device observes the
second half (“view 2”). Subsequently, the observed image
was perturbed via additive noise drawn from a Gaussian
distribution to maintain privacy so that an adversary cannot
learn the specific features of the raw data (1.e., the 1mage 1n
the disclosed setup) from the released output. Then per-
formed was feature extraction via a trained neural network
to the perturbed 1mage to distill the task-relevant informa-
tion from this 1mage while preserving the targeted privacy
level. Then the extracted feature was encoded as bit
sequences for reliable and low-latency transmission over a
network. FIG. 5 shows the tradeofl between inference accu-
racy and the amount of noise used for 1mage privacy, where
the privacy levels are measured precisely by the notion of
differential privacy (DP). DP ensures that the changes 1n the
raw data (1.e., the 1mage-sensitive features) do not signifi-
cantly change the statistics of the activity classification
decisions and hence limit the imnference of any specific entry
of the image that any untrusted party can perform on the
observed inference results. The features to be sent to the
edge server were represented by vectors, each of dimensions
four and eight, respectively. A specific resolution represents
cach element in this vector as a sequence of five baits.

[0114] It 1s envisioned that the disclosed privacy-preserv-
ing task-oriented inference framework for the next genera-
tion networks will reduce communication overhead and
maintain strong privacy guarantees. The disclosed frame-
work provides many use cases over different communication
networks (e.g., online social networks, financial networks,
indoor Wi-F1 and mobile networks (3G and beyond)). The
framework supports a wide range of applications over such
networks, mcluding anomaly detection, trailic monitoring,
financial trading, portiolio optimization, distributed sensing,
object detection, speech recognition, and activity classifica-
tion.

What 1s claimed:
1. A method for cooperative inference, comprising:

recerving nput data representative of a target on a plu-
rality of edge devices, each edge device configured to
generate a feature set by extracting one or more fea-
tures from the mput data and removing or obfuscating
at least one privacy-sensitive feature of the target;

encoding the feature set;

transmitting the feature set to one or more remote pro-
cessors; and

inferring, on the one or more remote processors, a clas-
sification label by aggregating features sent by each
edge device.
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2. The method of claim 1, wherein the one or more remote
processors are disposed on a remote server.

3. The method of claim 1, wherein generating a feature set
includes using a pre-trained machine learning model on each
edge device to extract one or more i1nitial features from the
input data.

4. The method of claim 3, wherein generating a feature set
includes generating a clipped feature set by subjecting the
one or more 1nitial features to controlled clipping using a
parameter (C) as a boundary, such that feature elements in
the clipped feature set stay within a defined norm range.

5. The method of claim 4, wherein generating a feature set
includes utilizing noise addition perturbation to protect
privacy-sensitive attributes.

6. The method of claim 5, wherein the mput data 1s an
image, a video, or an audio recording.

7. The method of claim 6, wherein the privacy-sensitive
attributes 1nclude a facial expression of the target, a hair
color of the target, a length of hair of the target, one or more
dimensions of a face of the target, or a combination thereof.

8. The method of claim 1, wherein encoding the feature
set includes compressing the feature set.

9. The method of claim 1, wherein aggregating features
includes generating a collective feature set by pooling
feature sets, refining the collective feature set, and enhanc-
ing inierence precision.

10. The method of claim 9, wherein pooling feature sets
includes utilizing an average function, a maximum function,
or a minimum function.

11. The method of claim 1, wherein the target 1s a vehicle
or pedestrian on a roadway or sidewalk.

12. The method of claim 11, further comprising predicting
traflic based on the classification label of multiple vehicles.

13. The method of claim 1, wherein at least plurality of
edge devices includes a plurality of security cameras.
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14. The method of claim 13, further comprising identi-
fying an anomaly or a security concern based on the clas-
sification label from multiple targets.

15. The method of claim 1, wherein the edge device 1s a
wearable device on a patient, and the input data includes
health-related data.

16. The method of claim 135, further comprising providing
real-time insight ito health of the patient to a healthcare
provider.

17. The method of claim 1, further comprising determin-
ing adjustments to lighting, heating, or cooling 1n a building
by aggregating occupancy and sensor data in the building.

18. The method of claim 1, further comprising adjusting
spectrum sharing between wireless networks based on traflic
characterization.

19. The method of claim 1, further comprising determin-
ing an object identity based on the aggregated features.

20. A system, comprising:

one or more edge devices communicatively coupled to

one or more remote processors;

wherein each edge device 1s configured to:

capture input data representative of a target;

generate a feature set by extracting one or more fea-
tures from the mput data;

generate an obfuscated feature set by removing or
obluscating at least one privacy-sensitive feature of
the target from the feature set;

generate an encoded feature set by encoding the obfus-
cated feature set; and

transmit the feature set to one or more remote proces-
sors; and

wherein the one or more remote processors are configured

to, collectively:
receive the encoded obluscated feature set; and
infer a classification label by aggregating features sent

by each edge device.
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